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• PhD schools:
– International Winter School on Blockchain Technology and Applications – Hyperledger,

Università di Camerino
– Advanced Course on Data Science & Machine Learning, Proff. Nicosia, Pardalos
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– Machine Learning (MSc course)
– Statistical data analysis for science and engineering research (PhD course)
– Virtualization technologies and their applications (PhD course, Dr. De Simone)
– IoT Data Analysis (PhD course), Prof. Raffaele Della Corte 
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– International Conference on the Quality of Information and Communications Technology

(QUATIC), Talavera de la Reina, Spain, September 2022
– 22nd IEEE International Conference on Software Quality, Reliability and Security (QRS),

Guangzhou, China, 2022 (online)
– 45th IEEE/ACM International Conference on Software Engineering (ICSE), Melbourne,

Australia, 2023
– 34th IEEE International Symposium on Software Reliability Engineering (ISSRE), Florence, Italy,

2023
– 46th IEEE/ACM International Conference on Software Engineering (ICSE), Lisbon, Portugal,

2024



Research area:
Software Testing
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• Testing of Autonomous Driving Systems

• Testing of Microservices Architectures
– Product:

MacroHive, a prototype for automated 
grey-box MSA testing and Root Cause Analysis



Research results
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• Major contribution: Definition, formalization, and 
evaluation of a novel software testing 
mothodology based on causal reasoning called 
Reasoning-Based Software Testing

• Minor contributions:
– Evaluation and implementation of monitoring 

infrastructures for microservices
– Anomaly detection and Root cause analysis of energy 

consumption in microservices
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PhD thesis overview
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• Motivation:
– Automation of software testing is key in modern systems
– Evolution of Software Testing led to data-driven techniques that are 

ineffective in complex and dynamic environments
• Problem statement:

– Data-driven techniques are not able to answer the fundamental question of 
software testing: 

“What input causes the system to fail?”
• Objective:

– Shift from data-driven to reasoning-driven software testing
• Methodology:

– Reasoning-Based Software Testing (RBST)
– Validation trough stateless and stateful testing of Autonomous Driving 

Systems

Name Surname

Relatore
Note di presentazione
Evolution of Software Testing led to data-driven techniques that are ineffective in complex (confounding) and dynamic (future resembles the past) environments




Evolution of Software testing
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Past observations/
Past tests

What input makes the system fail?

What proxy information can I use to 
guess failure-causing inputs? 

What information is more correlated
with failure? 

Belief/
Experience

Guessing/
Intuition

What input causes the system to fail? 
Automated
Reasoning



Confounding bias
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Road Type

Distance from 
Center of the Lane

Vehicle Target 
Speed

𝑃𝑃(𝐷𝐷|𝑉𝑉 = 𝑣𝑣)



Causal Reasoning

12Luca Giamattei

Causal Reasoning

𝑋𝑋1

𝑋𝑋2

𝑋𝑋4

𝑋𝑋3
𝑋𝑋𝑖𝑖 ≔ 𝑓𝑓𝑖𝑖(𝑃𝑃𝑃𝑃 𝑋𝑋𝑖𝑖 ,𝑈𝑈𝑖𝑖)

𝑋𝑋

𝑍𝑍

𝑌𝑌 𝑋𝑋

𝑍𝑍

𝑌𝑌

𝑑𝑑𝑑𝑑 𝑋𝑋 = 𝑥𝑥

Causal Discovery Causal Inference



Confounding bias
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Road Type

Distance from 
Center of the Lane

Vehicle Target 
Speed

𝑃𝑃(𝐷𝐷|𝑉𝑉 = 𝑣𝑣)𝑃𝑃 𝐷𝐷 𝑑𝑑𝑑𝑑 𝑉𝑉 = 𝑣𝑣

Vehicle Target 
Speed

𝑋𝑋𝐷𝐷 ≔
𝑓𝑓𝐷𝐷(𝑃𝑃𝑃𝑃 𝑋𝑋𝐷𝐷 ,𝑈𝑈𝐷𝐷)𝑋𝑋𝑉𝑉 ≔ 𝑣𝑣



Reasoning-Based Software Testing
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• Build a causal model
– Manually
– Randomized Controlled Experiments
– Causal Discovery Algorithms

1



Reasoning-Based Software Testing
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• Query model via Interventions/counterfactuals
– Select variable on which intervene
– Assign value of intervention
– Estimate effect and generate hypothetical tests

2

Output variables – safety requirements 
(e.g., follow center of the lane, avoid 
collision with vehicles/pedestrians, etc.)Input variables (e.g., road type, 

presence/position of vehicles and 
pedestrians, etc.)



Reasoning-Based Software Testing
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• Select set of hypothetical tests3

Testing objective



Reasoning-Based Software Testing
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• Execute selected tests
– Observe actual value (not hypothetical)

4

• Update causal model
– Use real observations to refine the model

5



Reasoning-Based Software Testing
instantiation for stateless testing
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• RBST Instance: 
– CART (CAusal-Reasoning-

driven Testing)

• ADS safety and functional 
requirements



Reasoning-Based Software Testing
instantiation for stateful testing
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• Markov Decision Process mapping to 
Structural Causal Model



Reasoning-Based Software Testing
instantiation for stateful testing
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• Motivation study (cartpole env.) 
– action: cart right/left
– reward: +1 if pole up
– state: cart/pole position, angle and speed



Reasoning-Based Software Testing
instantiation for stateful testing
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• ADS testing
– scenario: 4-way intersection
– r2: collision with other vehicles
– actions: vehicles lane offset and change 

lane right/left, speed up/down
– state: vehicles speed, heading, and 

distance from EV



Thank you
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